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Common challenges the G-suite at our clients are facing

How do organizations safely and responsibly uniock vaiue from Al

-and achieve their business ambitions?

Secure our models from Protect ourselves from financial
adversarial attacks and reputational risks

Ensure compliance with C-SUIIB Enhance the trust of our
global Al regulations neeu to consumers (internal, external)

Harness the value of our Drive accountability and
Al at scale and responsibly transparency
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Scaling Al has introduced a growing number of challenges
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The use of Generative Al poses security and
privacy risks, which could result in data breaches,
reputational damage, or privacy regulation
violations. Increasing sophistication from threat
actors and velocity of malware and cyber attacks.

Generative Al presents potential risks to data
quality, integrity, and bias. If not managed
properly, it could result in inaccurate or biased
outcomes, leading to legal liabilities, loss of client
trust and reputational damage.

Intellectual property

Lack of legislation defining ownership of Al
generated content may result in the inability to
obtain copyright of content produced. Additionally,
unclear terms of use may result in unintended
violation of intellectual property rules.

© 2024 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent me mber
firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.

V—
) —
o —

Regulatory and professional standards

Regulators have not provided clear guidance on the use
of Generative Al. Navigating regulatory requirements
and adhering to our professional standards may pose

_ challenges due to unclear guidance.

Policy

Organizations must amend existing IT policies by
identifying scenarios for use, aligning with data
governance and ethical standards, and provide
adequate training to.users. Failure to do so may result
in policy violations, legal liabilities, and ethical concerns.

Brand and marketing

May perpetuate or amplify existing biases in the
marketing and branding. Can result in negative impact
on brand image and market share. An overreliance on
Al generated content may lead to a lack of creativity and
originality in marketing campaigns.
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Evolving Al Technology Trends
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Multi-Modal LLMs

LLMs that can understand and
generate different types of data, such
as text, images, video, code, and

audio. E.g: hand sketch to code.
Unleashed Power of Multi-Sensory Al
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Trustworthy Al

Regulations and evaluation criteria
coming. Integrated Risk, Compliance,
and Audit. Focus on building trust and

enable widespread adoption.
Trust. Safety. Transparency. Equality.

KPMG
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Embedded Al

Al seamlessly integrated into SaaS and
other apps & platforms. Seamless and
automation / augmentation and

intelligence. E.g.: Einstein GPT
More efficiency, automation & transformation
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Small LLMs

Compact and efficient language
models on resource-constrained
compute. Domain specificity and

knowledge embeddings.
Domain knowledge Al everywhere

w
Al Agents

Programs that operate autonomously in
an environment. Proactive. Have
memory. Take actions to achieve

specific goals. E.g.: Meeting Assistant
Copilots for Humans. Humans as Copilots
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Q-Learning

Reinforcement learning based Al that
learns from trial, error & rewards in
an environment and learning optimal

actions. Mastering complex tasks.
Autonomous Learning & Adaptation
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Expanding Ecosystem

More democratization of Al. Growing
set of models, tools, libraries, &
talent open up Al development to

everyone, not just experts.
Democratized access to Al

-
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A.G.l

Al that has the (hypothetical) ability to
understand, reason, & perform (and
exceed) intellectual tasks typically
associated with human intelligence
Future of Human-Machine Collaboration
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Alrisk examples

How do we take action to drive both current and new Al systems towards being more responsible? To effectively achieve more
Responsible Al, we need to understand challenges and risks around Al.

01.Data
Integrity

Can predictions be
corrupted by
seemingly small or
unintentional
adversarial data
changes?
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02. Statistical
Validity

Does the model

measure what it was
designed to measure?

04.Fairness

Is inadvertent
discrimination present

based on gender,
race, etc.?

05.Model
Accuracy

How often does the
model product the
correct results?

08. Regulatory Compliance
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06.Transparency

Are users enabled to
understand how the Al

was developed and
how it generates its
outputs?
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Global regulatory guidelines for Al are compiex and evolving rapidly

US

Biden Executive Order (2023)

NIST Al Risk Management Framework (2022)
US Al Bill of Rights (2022)

State and Local policies

DOD Al Strategy (2019)

NYC Al Hiring Act (2023)

Latin America

Mexico: ‘Towards an Al Strategy in Mexico’ white

paper released (2018); no dedicated strategy yet;

also has IA2030 Coalition that works with the
government on Al

Brazil -E-Digital Strategy, digital transformation
strategy addresses Al (2018);

Africaand Middle East

Kenya: Blockchain and Al taskforce (2018)

Tunisia: Al Task Force (2018)

South Africa: Sector specific initiative launched by Government for
Al (2018)

Dubai — Al Ethics Principles and Guidelines (2018)

Asia

Singapore: Principles to promote FEAT in the use

Europe

EU: EU Artificial Intelligence Act
(2023), Digital Services Act & Digital
Markets Act

Finland: Released three reports
2017-19; last report focusses on
ethics

Sweden: National Approach for Al
(2018); launched national centre for
Al innovation (2019)

Denmark: Strategy for Digital Growth
(2018); National Al Strategy (2019)
The UK: Al Sector Deal in (2018)
Germany: National Al strategy
(2018)

France: Al for humanity (2018)

Austria: Council on Robotics and Al
(2017)

Spain: RDI Strategy in Atrtificial
Intelligence (2019)

Italy: ‘Al at the Service of Citizens’
(2018); lab for Al created (2018)
Poland: ‘Roundtable on Al strategy
(2018)

Malta: Malta Al strategy Public
Consultation (2019)

Estonia: Kraft Report (2019); Al
taskforce (2018)

Netherlands: General Principles for
the use of Al in Financial Sector
(2019)

International

OECD — The OECD council recommendations on Artificial Intelligence. Global
governance framework signed by 42 countries and non-OECD members Brazil, Argentina
and Romania (2019)

Brazil, Argentina, Peru, Colombia, Costa Rica
follow OECD principles on Al (2019)

of AIDA in Singapore’s financial sector (2018)
China — Beijing Al Principles Publication (2019)
Hong Kong — Ethical Accountability Framework
Publication (2018)
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We understand
trustworthy and ethical
Al is a complex
business, regulatory,
and technical
challenge, and we are
committed to helping
clients put it into
practice.

KPMG Trusted Al is our
strategic approach and
framework to
designing, building,
deploying and using Al
solutions in a
responsible and ethical
manner so we can
accelerate value with
confidence.
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KPMG Trusted Al

Modeling

Values-driven

We implement Al as guided by our Values. They
are our differentiator and shape a culture that is
open, inclusive, and operates to the highest
ethical standards.

Human-centric

We are embracing Al to empower and augment
human capabilities—to unleash creativity and
improve productivity in a way that allows people
to reimagine how they spend their days.

Trustworthy

We will strive to ensure our data acquisition,
governance, and usage practices uphold ethical
standards and comply with applicable privacy
and data protection regulations, as well as any
confidentiality requirements.

Document Classification: KPMG Public |

9




The KPMG Trusted Al ethical piliars

How we aim to deliver our commitments
At KPMG, our approach to trusted Al rests on ten ethical pillars across the Al lifecycle:

Fairness

Al solutions should be designed to reduce or eliminate bias against
individuals, communities, and groups.

Transparency

Al solutions should include responsible disclosure to provide
stakeholders with a clear understanding of what is happening in each
solution across the Al lifecycle.

Explainability

Al solutions should be developed and delivered in a way that
answers the questions of how and why a conclusion was drawn
from the solution.

Accountability

Human oversight and responsibility should be embedded across the
Al lifecycle to manage risk and comply with applicable laws and
regulations.

Dataintegrity

Data used in Al solutions should be acquired in compliance with
applicable laws and regulators and assessed for accuracy,
completeness, appropriateness, and quality to drive trusted decisions.
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Reliability
Al solutions should consistently operate in accordance with their
intended purpose and scope and at the desired level of precision.

Security

Robust and resilient practices should be implemented to safeguard
Al solutions against bad actors, misinformation, or adverse events.

Safety

Al solutions should be designed and implemented to safeguard
against harm to people, businesses, and property

Privacy

Al solutions should be designed to comply with applicable privacy
and data protection laws and regulations.

Sustainability

Al solutions should be designed to be energy efficient, reduce
carbon emissions, and support a cleaner environment
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What are clients asking for today?

Current Trusted Al pipeline and opportunities are centered around the following themes:

KPMG

Implement Al Governance

Organizations are seeking assistance from KPMG to either
implement or redefine Al governance strategy and frameworks
based on evolving regulatory landscape and Al specific risks.

Estanlish Alinventory

Organizations are struggling to get their hands around the Al models
and applications deployed across their organizations, and seeking
assistance from KPMG to help inventory and risk assess their Al
applications.

Regulatory Gompliance

Driven by regulatory actions such as the EU Al Act, Whitehouse
Exec Order, NY state law, and Colorado Al regulation,
organizations are seeking assistance to ensure they have the
necessary documentation, processes, controls, and procedures in
place to meet the compliance requirements.

Operationalizing Al Governance Programs

Organizations are seeking assistance from KPMG in
operationalizing their Al security or governance frameworks,
including policy development and procedural work.

@)
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Use Case Development

Organizations are looking for support to identify and build specific Al
applications in their environment and seeking assistance from
KPMG to develop, train/test/tune, and deploy Al applications.

AlSecurity

Organizations are seeking assistance to assess and develop Al
security and privacy strategies; implement processes and tools to
detect and respond to threats; implement Al security & privacy
frameworks; and implement Al security tools..

AlAssessments

Organizations are seeking assistance from KPMG to conduct Al
model and application assessments, governance framework
reviews, and risk and impact assessments across their Al
landscape. Clients are also seeking support to automate aspects of
the assessment process across the Al lifecycle.

Model validation and model risk management

Organizations are seeking support from KPMG to perform model
validation, model risk management, update model vs non-model
policy guidance, and interested in MRM as a service.
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Athoughtfulroll-out of generative Al will allow you to Simply
address the associated risks

Internal risks &
considerations

1.

Breaking Confidentiality and
Intellectual Property
Employee misuse and
inaccuracies

Generative Al evolves
Talent Implications

External risks &
considerations

1.

Misinformation, bias and
discrimination

Copyright

Financial, brand and
reputational risk
Cybersecurity
Adversarial attack

Breaking
Confidentiality and
Intellectual Property

Many generative Al
models are built to absorb
user-inputted data to
improve the model over
time, and that could be
used to expose private or
proprietary info.

Misinformation, Bias
and Discrimination

Generative Al can be used
to create deepfake
images and videos.
These images and videos
often look extremely
realistic and lack forensic
traces left behind in edited
digital media.

1

Talent Implications
High-quality, expert
output can only be
achieved with high-
quality, expert
gueries. Professionals
need to be made aware
that they’re not just
using a solution they’re
training and evolving it.

Copyright
Questions abound

@ around who owns

content once it’s run
through generative Al
is difficult to answer.

Employee Misuse
and Inaccuracies

The models generate
responses based on
input received,
meaning there’s a risk
they may provide
false or malicious
content.

Cybersecurity

Cybercriminals can
use Gen. Al to create
more realistic and
sophisticated
phishing scams or
credentials to hack
into systems.

Financial, Brand and Reputational Risk

If Al produced information were to be used into any deliverable, it may

&

constitute copyright or intellectual property infringement. This could
potentially cause your organization legal and reputational harm.

Generative Al
Evolves

As the world’s
understanding of Al
evolve, we are already
seeing a rising number
of global regulations. It
will continue to be
integrated into many
common applications.

Adversarial Attack

Even when trained to
work within acceptable
boundaries, Gen. Al
models have proven to be
vulnerable to deliberate
manipulation by
sophisticated users.



Managingit All:

Managing risk associated with the design, development, deployment and management of Al solutions will require an understanding of each Al deployment;
adapting legacy risk frameworks to embrace and incorporate emerging Al tools and trends; and adapting risk mindset with a focus toward monitoring outcomes,
identifying model risk threats, and overall model risk management. To do this, the following are four pillars and representative actions Risk organizations should

be focused on today:
o
0 (2

Understanu Al Strategy and Roadmap comnllance and Legal Risk Establish Governance Monitor Usage and Deployments

Align current vision, strategy, and operating
model for Al solutions

Assess Board level oversight

Inventory Al landscape within your
organization, along with planned use cases,
models, and tools.

Ensure the use cases and vendor landscape
for each Al solution are clearly understood

Monitor 3 party risks associated with data
protection, storage of data, and access to
confidential data

Evaluate software tools that are being
acquired to monitor ongoing data and Al
pipeline security and privacy concerns
(including poison and drift)

Incorporate Al assessment into annual risk
assessment process

KPMG

Monitor Al regulatory developments

Ensure appropriate stakeholder groups
are implementing requirements and/or
controls

Align Al deployments and governance
standards with appropriate regulatory
guidelines and requirements

Validate oversight of enterprise Al use
and deployment standards

Establish consistent contracting and Al
deployment requirements for 3" parties

Ensure a mechanism has been
established to identify, report, and
manage Al vulnerabilities

Assess ethical or societal impacts of
planned Al usage

Monitor legal considerations of external
facing deployments

Establish Al governance framework

Develop policies that govern the use of
Al throughout the organization with
clearly defined roles and responsibilities

Educate stakeholders on the use of Al,
emerging risks around Al, and
appropriate use policies

Establish transparency principles and
policies

Incorporate Al into model risk
management (MRM) framework including
areas such as approved use, ongoing
monitoring, and risk ratings

Establish protocols for Al modeling
usage, including business decisions vs
experimental (Internal deployments),that
align to MRM standards

Perform Al risk assessments around
areas such as compliance, governance,
security, fairness, bias, accuracy, and
explainability

Assess access, APl/interface, data
security, privacy and change
management controls specific to Al
deployments

Evaluate Al testing, training and
deployment standards

Assess financial reporting impact

Identify KPIs to monitor Al outcomes, as
well as detect anomalies, fraud, data
poisoning

Assess Al solution resiliency and
reliability
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EStablishing effective
AlGovernance




AlGovernance Gonsiderations

Al Principles:

Core Guiding Al Principles

Policies governing Al Principles

Standards: SR11-7, ENISA, etc

Standardsdefined by NIST, OECD, ‘

Controls & Metrics: ; ;
‘ Risk Scoring

Self Assessment, RACI,

e Establish your principles for Al that will
guide your process in building the
governance model and consider an
enterprise-wide Al mission statement.

* Reimagine your existing governance model
including your risk assessment process to
uncover the risks of Al

e Ensure that your Al office is inclusive
diverse group of stakeholders across
Business, Technology, HR, Diversity
amongst others.

e Align your Al deployments against
appropriate standards and regulatory
guidelines.

* Monitor your existing third and fourth
parties to determine compliance against
your responsible Al principles including
existing low risk approved vendors.
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Lessons learned from building Al Governance models

Maintain security and privacy as core
components of any governance model

Define a risk tiered governance approach

Develop and publicize a company wide
Responsible Artificial Intelligence Charter

Help ensure that a diverse and representative
group of stakeholders are involved in
governance and model development

08

Re-evaluate your third-party risk
management process

Reimagine your Al intake process

Build appropriate safequards and measures
to manage risks across the entire Al
lifecycle, including ongoing monitoring

Align existing policies for Al

| 17






Our Trusted Al Thought Leadership

Staying up-to-date on all things Trusted Al is no small feat, that is why we’ve collected some of our top Global thought leadership
pieces around Al for you.
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https://advisory-marketing.us.kpmg.com/speed/ai-survey-23.html
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https://kpmg.com/us/en/articles/2023/risk-function-accelerate-generative-ai-adoption.html
https://www.bing.com/ck/a?!&&p=0f1714d7478da128JmltdHM9MTcwNTk2ODAwMCZpZ3VpZD0xNWFiMTQ4ZC1hNjYxLTZiMGYtMGU0YS0wNzVhYTc2YjZhZGImaW5zaWQ9NTIxMA&ptn=3&ver=2&hsh=3&fclid=15ab148d-a661-6b0f-0e4a-075aa76b6adb&psq=where+will+gen+ai+regulations+go+kpmg&u=a1aHR0cHM6Ly9rcG1nLmNvbS91cy9lbi9hcnRpY2xlcy8yMDIzL3doZXJlLXdpbGwtYWktZ2VuLWFpLXJlZ3VsYXRpb25zLWdvLmh0bWw&ntb=1
https://kpmg.com/us/en/articles/2023/governing-ai-responsibly.html
https://kpmg.com/us/en/articles/2023/fake-content-becoming-real-problem.html
https://assets.kpmg.com/content/dam/kpmg/nl/pdf/2023/services/ai-act-paper.pdf
https://assets.kpmg.com/content/dam/kpmg/ca/pdf/2023/11/ca-generative-ai-adoption-index-exec-summary-en.pdf
https://kpmg.com/nl/en/home/insights/2023/10/privacy-in-the-new-world-of-ai.html
https://kpmg.com/xx/en/home/insights/2023/09/trust-in-artificial-intelligence.html
https://kpmg.com/us/en/careers-and-culture/trusted-ai.html
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